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Abstract- 

Despite the growing deployment of mission critical applications on 

computing systems, trust and security continues to hinder its full 

adoption and deployment on cloud computing platforms. In addition 

to accountability and non-repudiation on the cloud deployment, end-

users want to be confident of availability and reliability of services. 

For any cloud platform to be secure and trusted, the individual layers 

of the platform must be secure as there is no ‘one fits all solution’ for 

securing all the layers. This work presents a multi-layer trust security 

model (MLTSM) based on unified cloud platform trust that employs a 

fuzzy logic combination of on-demand states of several different 

security mechanisms, such as identification, direct and in-direct trust, 

across all cloud layers. In addition, results from a MATLAB-based 

simulation of the model are also presented. A MLTSM can improve 

the secure deployment of cloud infrastructure in mission critical 

sectors such as electrical power system operation, as it provides 

empirical evidence that allows direct (on-demand) determination and 

verification of the trust state of any given cloud computing platform 

or service. Such a modelling approach is useful for comparison, 



classification and improving end-user confidence in selecting or 

consuming cloud computing resources. 
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I. INTRODUCTION 

 

In recent years, cloud computing has attracted the attention of 

many researchers around the world, and various programs, 

infrastructures, and frameworks have been created for it by 

several companies in the world [1–4]. In fact, cloud computing, 

as a new technology, provides a fully scalable, accessible, and 

flexible computing platform for a variety of applications [5]. 

Due to the various applications that cloud computing has found 

in various aspects of life, the issue of providing security in cloud 

computing communications and data stored in it, has been 

considered by users and providers of cloud computing services. 

According to some research conducted at Berkeley University, 

trust management and security optimization have been identified 

as the most important issues in using various cloud computing 

services [3, 6–8]. Cloud computing due to its distributive nature, 

very dynamic space, and lack of transparency in performing 

cloud computing faces many challenges in providing security 

and gaining trust. In order to improve security in performing 

cloud computing, trust management can play a very effective 

role [9, 10]. (is article is organized into five sections. In the 

second part, we examine some of the related work done by 

various researchers. In the third section, we present a new 

framework for trust management in multicloud environments. In 

the fourth section, we bring the simulation results of the 



framework presented in this research, and finally, in the fifth 

section, we will conclude. 

 

 

II. Related Work 

 
 level of trust and confidence in cloud service providers is 

one of the important parameters to provide a reliable service 

for the cloud service user. Liu and colleagues [11] proposed a 

method in which reliable cloud service providers for SaaS 

applications were selected based on their credibility and trust 

[12]. Many of the proposed models for measuring trust are 

based on records of trust in various cloud service providers 

[13, 14]. Accordingly, these models can be divided into two 

general categories, which are subjective and objective trust 

models [15]. To measure the level of objective trust, 

parameters related to the quality of service (QoS) delivery are 

used. Fan and colleagues [16] proposed a concept called 

“objective trust” for software agents. (e researchers explained 

the trust between agents based on real-life experiences. Lin et 

al. [17] proposed a new framework for MANET networks in 

which one node evaluates the reliability of another node 

using direct observations. To calculate the level of trust in the 

subjective method, we can use the amount of feedback 

received from users using various cloud services [16]. Uikey 

et al. [18] proposed a new trust management model in which 

all information about different cloud service providers and 

the level of trust is recorded and stored. In this study, SLA 

models were used to calculate the reliability of cloud service 

providers. Alhamad et al. [3] proposed a new SLA-based trust 

management model to predict the level of trust in cloud 

service providers. In the proposed model, SLA-based 

conceptual framework is integrated with a trust value 



management. Chakraborty et al. [19] applied the parameters 

extracted using the SLA to measure the reliability of cloud 

services. Some of the most commonly used SLA-based 

models are probability-based trust model, intuitive reasoning-

based trust model [20], Bayesian-based trust model, 

Dempster–Shafer model, Fuzzy logic-based trust [21], cloud 

computing trust model [22], and so on. Siadat et al. [23] 

proposed a new model for managing trust in cloud computing 

that uses game theory to detect fake feedback [24]. Chen et 

al. [25] proposed a new trust management model for the 

Internet of (ings (IoT) in which trust management at different 

levels of the IoT was examined. In the study by Guo et al. 

[26], a new model for managing trust in the IoT suggests that 

methods for assessing trust are examined based on five 

common design dimensions (including trust composition, 

dissemination, aggregation, updating, and shaping). Din et al. 

[27] examined trust management methods without 

performing any classification. Various studies have been 

conducted to combine methods of objective and subjective 

trust. Yuan et al. [28] proposed a framework for assessing 

trust that uses a combination of objective and subjective trust 

methods that calculate and rate trust based on a combination 

of users’ trust and credibility. Ngo et al. [29] examined the 

relationship between the level of objective trust and 

subjective trust and expressed the characteristics of each of 

these two types of trust. Sangaiah et al. [30] with using 

machine-learning techniques proposed a new method to 

maintain the confidentiality of the geographical location of 

PBS portable users. (e proposed method had three phases. 

During these phases, using the integration of decision tree 

techniques and the nearest neighbor, the user’s geographical 

location was determined, and using the sequence of routes 

transferred and using hidden Markov models, the user’s 

destination was identified. Along with maintaining the 

confidentiality of users’ position, these researchers showed 



that the accuracy of this method in establishing position in 

PBS was equal to 90%. (e results of the implementation of 

the proposed method by these researchers showed that the 

accuracy of this method in establishing position 

confidentiality in PBS was equal to 90%. Sangaiah et al. [31] 

defined a weight called relay ability for each node according 

to the sensor network topology. (ese weights are calculated by 

the head and reported to all sensor nodes. When a target 

enters the area covered by sensor nodes, a signal is sent to 

CH via a path that has a predefined maximum weight in the 

network. (e simulation of the proposed method in this 

research showed that this method has better results than other 

tracking methods based on the criteria of network power 

consumption, power consumption and power for GRTT, 

dynamic energy efficient 2 Mathematical Problems in 

Engineering routing (DEER) protocol, and virtual power-

based energy consumption (VFEM). In the study by Sangaiah 

et al. [32], an energy-aware green adversary model has been 

proposed for use in intelligent industrial environments by 

achieving confidentiality. In this study, researchers explored 

various aspects of preserving geographic location information 

and information confidentiality. Finally, we proposed a new 

model which has the capacity to make prediction based on a 

schedule in real-time situations, it can make connections, 

respond to user demands, and minimize energy consumption. 

(e experimental results of these researchers showed that their 

proposed model can be five times more energy saving 

compared with other methods. Mousa et al. [33] used a trust 

model based on the fuzzy logic system to evaluate trust 

values. (ey proposed a new method for this purpose, which 

gives cloud users the ability to assess the reliability of cloud 

service providers. Simulations of their proposed method 

showed that the accuracy of the evaluations performed by 

these researchers was higher compared with other works. 

 



III. Our Proposed New Trust Management Framework 

in Multicloud Environments 

We propose a new framework for trust management using 

cloud service providers (TSPs). We try to cover several 

problems that exist in the field of trust management in 

multicloud environments with this proposed framework. (e 

trust management framework proposed in this study is seen in 

Figure 1. CSPs (cloud service providers) are responsible for 

providing services to cloud service users. In cloud computing, 

a variety of services are provided to users by CSPs. (e most 

common types of services are SaaS, PaaS, and IaaS. CSPs 

also provide services to CSUs (cloud service users). CSUs 

send their requests to TSP (which is one of the CSPs). (e 

selection of this TSP among CSPs is done by different 

selection algorithms. (e main task of TSP is to select the 

appropriate CSP to receive and respond to requests sent from 

CSU. Another function of TSP is to verify CSP reliability. 

3.1. SLA Monitor Agent. SLA monitor agent is located on 

CSUs side. It monitors services behavior and services 

performance that if CSUs meet SLA or not. SLA monitor 

agent collects data in the interaction between CSPs and CSUs 

and also its responses to control requests. A control request is 

sent by TSP. SLA monitor agent continuously collects control 

information from server side. Control information contains 

SLA performance parameters. 3.2. Monitoring Information 

Collection Agent. (e responsibility of monitoring information 

collection agent is collecting monitor agents information on 

SLA which has an agreement with TSP. Collected 

information by this agent is applied to evaluate objective trust 

values. (e following information is maintained by the 

monitoring information collection agent: (i) CSPs list is 

monitored by TSP (ii) SLA monitoring information received 

from SLA monitor agent that is in agreement with TSP 

Before receiving the CSUs service from the CSPs, an SLA 



contract is agreed between them with various parameters. (is 

SLA contract is the output of the SLA negotiation component, 

which determines the level of service that the CSUs and CSPs 

agree on. Some of the parameters in the SLA are availability, 

response time, and so on, which are agreed upon, based on 

which the server agreements that are closest to the CSUs 

request are selected in the next steps. 

 

 
 

 

CONCLUSION 

 

In this paper, a new trust management framework for 

multicloud environments has been proposed. (e advantages 

of this framework are as follows: (i) Subjective trust value 

and objective trust value applied to calculate trust values. (ii) 

Objective trust value and subjective trust value are 

multidimensional parameters. (iii) Feedback evaluation 

component was applied in this framework. (e Feedback 



evaluation component task is identifying and rectifying fake 

feedbacks that any framework does not apply to this 

component yet. Simulation results had shown the 

performance of this component, and it shows the effect of 

this component on trust values. (iv) Trust negotiation 

component has used the platform that the output of its 

component is SLA contract. 

One agent of the SLA negotiation component is the demand 

trust evaluation component. (is component selects the CSPs 

that have the nearest adoption with CSU request, and finally 

this component causes increase in the service satisfaction 

and trust values average. (e simulation results confirm it. (v) 

(e proposed framework increased trust values rather than 

other models (SLA-based model, feedback-based model, and 

multicloud model). As future work, the trust management 

model can be proposed along with the detection of fake 

feedback in other applications such as fog computing and the 

Internet of (ings. In the case of failures, it can be noted that if 

several cloud service users colluded with each other and 

attacked a cloud service provider for a period of time, the 

proposed feedback evaluation component cannot detect 

fake feedback from other feedbacks. As a future work, it is 

planned to introduce a trust management model with the 

feature of detecting fake feedback in IoT networks and fog 

computing. Game theory can also be used to detect fake 

feedback in the feedback evaluation component of trust 

management models 
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